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NPCC Board of Directors Report 

 

The most recent NPCC Board meeting was held on September 10, 2013.   The meeting largely focused on a 
discussion NERC and NPCC administrative matters; no technical reliability topics were discussed.  Therefore 
the following information is provided for your information in lieu of a Board report. 

 

NERC Annual Report on Wide-Area Analysis of Technical Feasibility Exceptions (TFEs) 

On September 30, 2013, NERC filed its annual TFE report with FERC which provides a wide-area analysis on the 
use of TFEs. NERC is required to submit this annual report to FERC as per Order 706 and for compliance with 
Appendix 4D of NERC’s Rules of Procedure. The purpose of the annual report is to allow FERC to understand 
the frequency with which specific provisions of the TFEs are being invoked as well the high level data on 
mitigation and remediation plans used by Registered Entities.  The reporting period covered by this report is 
from July 1, 2012 to June 30, 2013. 

The Frequency of Use for the TFE Request Process  

• TFE requests that were submitted in the 2013 report period: 2,542 
• TFE requests that have been submitted since the implementation of the TFE program: 9,712 
• TFE requests that have been accepted and approved in the 2013 report period: 724 
• TFE requests that have been accepted and approved since the implementation of the TFE program: 

5,398 
• TFE requests that have been accepted but disapproved in the 2013 report period: 14 

o This is a decrease from the 124 disapproved reported in 2012 and this decrease can be 
attributed to experience that Responsible Entity and Regional Entity personnel have obtained 
in processing TFE requests 

• Active TFEs: 4,519 

Categorization of the Approved TFE Requests by Types of Covered Assets and Applicable Requirements 

The percentage and types of Covered Assets for which TFEs have been approved has remained generally 
consistent since the program was initiated. The top three categories of Covered Assets for the 2013 approved 
TFEs are Industrial Process Control Systems – 30.09%, Workstations – 10.84%, and Others – 35.43%. 

The “Other” category is for devices that are not clearly assigned to a single category. One reporting complexity 
that has emerged is a result of the growing use of virtualized systems; systems that allow multiple component 
hardware and networks to run at the same time and to operate as a single unit. 

CIP-007, R4 continues to be the single requirement with the largest number of TFEs. The top three applicable 
requirements for the 2013 approved TFEs are CIP-007 R4 (Anti-Virus and Malware) – 31.79%, CIP-007 R5.3 
(strong password enforcement) – 15.30% and CIP-007 R5.3.2 (enforcement of alpha numeric and special 
character passwords) – 10.35%. 

Compensating Measures of TFEs  

Responsible Entities are employing multiple strategies to protect Covered Assets that are unable to meet 
applicable Reliability Standards. A significant portion of compensating/mitigating measures involved firewalls, 
the use of Intrusion Detection and Intrusion Prevention systems (“IDS/IPS”), and strong access policies. The 
compensating/mitigating measures used most often is an Electronic Security Perimeter (ESP). Other significant 



compensating/mitigating measures deployed include Physical Security Perimeter, Authentication, IDS/IPS, and 
System Status Monitoring. 

Compliance Audit Findings Concerning TFE Implementation and Compensating/Mitigating Measures  

All eight Regional Entities have conducted Compliance Audits where approved or terminated TFEs were in 
scope. Regional Entities have reported that Responsible Entities are managing and maintaining their TFEs 
within the procedural requirements of the NERC Rules of Procedure. 

Assessments of Approved TFEs on the Wide-Area Impacts on the Reliability of the Bulk Electric System (BES)  

The Regional Entity representatives who are designated “TFE Managers” meet regularly to discuss TFEs impact 
on the BES. The consensus from those discussions is that there have been no negative wide area impacts on 
the reliability of BES as a result of any TFEs. Therefore, the wide-area impact of approved TFEs on the 
reliability of the BES, in the aggregate, has been minimal. 

Efforts to Eliminate Future Reliance on TFEs  

Regional Entities reported that many efforts are being considered to eliminate future reliance on TFEs and 
they include: 

• Upgrading/replacing Covered Assets that will enable implementation of security controls defined in 
CIP Standards and Requirements  

• Removing of Critical Cyber Assets that are covered by approved TFEs that reside within defined ESPs  
• Retiring legacy systems that are subject to an approved TFE  
• Implementing previously unused or unidentified functionality on Covered Assets that will achieve 

Strict Compliance with the Applicable Requirement 

In addition, efforts to better train personnel on the requirements of applicable Reliability Standards and 
coordination with Regional Entity compliance monitoring and enforcement staff regarding the need for TFEs 
have led to the continuing decline of devices that rely on a TFE for compliance. 

 


